
CHECKLIST

IDENTIFYING PHISHING EMAILS
5 Ways You Can Spot a Dangerous Email Before It Is Too Late
Phishing emails are the most common way cyber criminals can gain access to the network. Recently, cyber criminals 

have turned their efforts to using the latest news about COVID-19 to hide their malicious intent. Many people in search of 
news and the latest updates, are signing up for multiple news-related email alerts. Cyber criminals are taking advantage 

of this trend and increasing their phishing attempts. These emails often appear to be similar to other emails reaching 
your inbox, but have clearly identifiable signs that they could be spam and malicious. 

INCORRECT DOMAIN NAME IN EMAIL ADDRESS
Hackers usually impersonate companies or well known institutions by using their domain name in the  

 “From” section. However, if you look close enough, the email is completely different. Sometimes attackers  
 use a non-descript email domain, something common enough that it *could* be associated with an  
 organization. Always double check the “mailed-by” and “signed-by” fields in an email. Emails from  
 reputable companies will always have this information as a security check for their customers/recipients. 

URGENT OR THREATENING LANGUAGE
Emails that insist immediate action must be taken or the loss of an opportunity is merely moments away are  

 trying to create a sense of urgency, distracting targets from other red flags within the email. 

SUSPICIOUS ATTACHMENTS OR INCORRECT LINKS
Many times hackers, in an attempt to mimic other emails within your inbox, will include attachments or links  

 that may appear similar to others you regularly receive. For example, millions of people use the large file  
 sharing platform, Dropbox, to send large files back and forth. It is common for hackers to disguise their  
 Dropbox hyperlink with a malicious link instead of the correct access link. 

MISSPELLED WORDS OR GRAMMATICAL ERRORS
Emails filled with typos, poor grammar, and mistakes that would not be easily made by large organizations  

 are more likely to be fraudulent. 

MISMATCHED URLS 
Oftentimes, hackers will hide malicious web domains in hyperlinked text. This is especially true for buttons  

 or click-through aspects of emails. Rather than clicking on a link in an email that is not 100% trusted,  
 hovering over the link first to look at it, can ensure a hidden malicious web domain is not clicked on.
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Email notifications keep everyone updated and in the loop with the news. 
However, they can also be used to compromise network security. Remaining 
observant to each incoming communication will help keep your network secure 
now and in the future. 

If you have NG Firewall installed, you can enable the Phish Blocker app to 
prevent these threats from reaching your inbox. Phish Blocker is a free app 
included with NG Firewall. How to Enable Phish Blocker.
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