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PREPARING YOUR HOME NETWORK
for eLearning During COVID-19

As local and state governments work to limit the number of new COVID-19 cases, many schools have temporarily closed and 
transitioned to online learning tools to keep students safe. According to an article in EdWeek monitoring closures, “35 states 

have decided to close public schools. Combined with district closures in other states, at least 69,000 U.S. schools are closed, are 
scheduled to close, or were closed and later reopened, affecting at least 35.9 million public school students.” Parents and students 

are being sent home with a combination of eLearning tools and other projects to support their current curriculum. 

eLearning and remote curriculums can be complicated programs to roll out, especially for communities with specific needs and 
limited resources. Many eLearning programs use cloud-based applications to support video content and gamified sequences. 

Accessing these programs online assumes that each household has internet bandwidth to support multi-media and additional 
traffic from parents working from home. In addition to bandwidth optimization needs, families also need to consider how to 

secure their now busy home network against cyber criminals. 

How can parents and caregivers prepare their home network to support 
eLearning curriculums and other resources children will need during this time?

CHANGE ROUTER PASSWORD 
Usually we wait until an email notification about unauthorized password attempts or a warning from our IT administrator 
to trigger resetting account passwords. At home, parents and caregivers take the place of IT administrators, setting internal 
reminders to change passwords often, especially for accounts with the most sensitive information. Now that more devices will 
be connecting to the Internet at home, keeping passwords complex and varied will add another layer of security for all devices 
connected to the network through the home router. 

TURN ON WEB FILTERING AND SAFE SEARCH TO ENSURE CHILD ACTIVITIES ARE 
AGE APPROPRIATE
With students home during this time, it is important for parents and caregivers to consider filtering out 
web content that may be inappropriate. At school, the networks are filtered with advanced web filtering 
policies and alerts.  School networks can also be set up to flag students who may search for flagged terms 
such as “violence,” “bullying,” or “self- harm.” Now, these same considerations need to be made on the 
home network. Using a next-generation firewall will allow parents and caregivers to set advanced filtering 
parameters on their home network. 

• NG Firewall Web Filter

IMPLEMENT APPLICATION AND BANDWIDTH CONTROLS FOR HIGH-BANDWIDTH 
VIDEO LEARNING APPLICATIONS 
Application and Bandwidth Controls can identify and prioritize network traffic based on the type of traffic 
and the applications being used on the network. More important traffic, such as video learning tools and 
video conferencing, can be given higher priorities and more network bandwidth.  Giving priority to online 
educational tools instead of general Internet traffic. This allows your current Internet connection to be 
used in the most efficient way. 

• NG Firewall Application Control
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ESTABLISH TIME-BASED NETWORK RULES TO AVOID DISTRACTIONS
Parents and caregivers should be aware of how many distractions children can face when transitioning 
from a structured school day to homeschooling during this time. To manage these distractions, set time-
based rules to limit access to social networking sites or gaming sites during school-time hours. These time-
based policies and network management can help students complete their online learning curriculums 
with limited diversions. 

• NG Firewall Bandwidth Control

CONSIDER A NEXT-GENERATION FIREWALL
Between parents working from home and students coming home from school with chromebooks and 
tablets, home networks need to be managed more effectively. Visibility and control of each device 
connected to the network will help parents secure their network against cyber criminals. With a 
next-generation firewall in place at home, parents can create rules for managing access to websites, 
applications, and content-based on criteria like device, user, and time of day. Any unauthorized access can 
be quickly flagged, blocked, or alerted to with a next-generation firewall in place.
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